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FB-ISAO Newsletter

National Cybersecurity Awareness
Month 2020

It’s October! And while many are thinking pumpkin spice and everything
nice, in the cybersecurity realm October has become synonymous with
National Cybersecurity Awareness Month (NCSAM). But given cyber is
part of everyday life and a cost of doing business in today’s world,
NCSAM isn’t just for cybersecurity, it’s for everybody. Cybersecurity is a
shared responsibility among all people. In fact, NCSAM was initially
launched in 2004 to “ensure every American has the resources they need
to stay safer and more secure online.” That includes individuals and
organizations of all types and sizes - from enterprises, SMB’s, and “mom
and pop” shops, to government entities, schools, non-profits, charities,
and faith-based organizations like yours.

While the National Cyber Security Alliance (NCSA) kicks off this year’s
“Do Your Part. #BeCyberSmart” theme, Faith-Based ISAO is proud to be
among fellow ISAC/ISAO NCSAM 2020 Champions - Auto-ISAC, IT-ISAC,
REN-ISAC, RH-ISAC, WaterlISAC, National Credit Union ISAO, and CompTIA
ISAOQ. For more resources on NCSAM, including how to get involved and
materials to use to increase cybersecurity awareness at your
organization, visit NCSA and CISA. See below for weekly themes and
related activities.

DO YOUR PART.

SECURITY

(,/

[
#BE P
[ / .gi 27

.

Week of October 5 (Week 1): If You Connect It, Protect It: If you
connect it, protect it. The line between our online and offline lives is
indistinguishable. This network of connections creates both
opportunities and challenges for individuals and organizations across
the globe. The first week of Cybersecurity Awareness Month will
highlight the ways in which internet-connected devices have
impacted our lives and will empower all users to own their role in
security by taking steps to reduce their risks.

Week of October 12 (Week 2): Securing Devices at Home and
Work: 2020 saw a major disruption in the way many work, learn, and
socialize online. Our homes are more connected than ever. Our
businesses are more connected than ever. With more people now
working from home, these two internet-connected environments are
colliding on a scale we’ve never seen before, introducing a whole
new set of potential vulnerabilities that users must be conscious of.
Week 2 of Cybersecurity Awareness Month will focus on steps users
and organizations can take to protect internet connected devices for
both personal and professional use. See More...


https://www.cisa.gov/national-cyber-security-awareness-month
https://staysafeonline.org/cybersecurity-awareness-month/theme/
https://staysafeonline.org/cybersecurity-awareness-month/champions/view-all/
https://automotiveisac.com/
https://www.it-isac.org/
https://www.ren-isac.net/
https://rhisac.org/
https://www.waterisac.org/
https://ncuisao.org/
https://www.comptiaisao.org/
https://www.comptiaisao.org/
https://staysafeonline.org/cybersecurity-awareness-month/
https://www.cisa.gov/national-cyber-security-awareness-month
https://faithbased-isao.org/national-cybersecurity-awareness-month-2020/
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New Resource: FEMA Open Training

The FB-ISAO Resource Pages are constantly updated with new
resources as they become available.

FEMA has released a new tool which is available on the FB-ISAO
Preparedness Training and Videos sub-page. The resource empowers
Community-Based Organizations (CBOs) to prepare for incidents.

OPEN is both a self-guided online course for individuals and a
downloadable instructor-led course available for groups. Through the
training, FEMA aims to help CBOs take preparedness actions prior to a
disruption, build a preparedness plan, safeguard critical information,
and most importantly, continue to provide essential services to the
whole community. OPEN offers participants the opportunity to
explore several preparedness resources. Participants are offered ten
tangible preparedness actions most relevant to organizations.

The self-guided online course provides a great introduction to OPEN
concepts and key objectives of the course. We recommend that
individuals complete the online course then deliver the instructor-led
training to their CBO or complete it with their community members.

OPEN will help prepare and train CBO employees to continue to
provide essential services during and after a disruption, save money
after a disaster hits, and ensure the safety of workers and individuals
served.

Members are encouraged to check the FB-ISAO resource pages often
for new resources!

“As part of the faith-based community, we want to be able to
help other faith-based organizations stay safe and well-informed
about threats to the community. It’s hard for us to know what our
little church can do to help though. The list of requirements (PIRs)
from the FB-ISAO helps us know exactly the types of things to look
for and what we should be reporting. The PIR is also a helpful tool
for our SLTT partners to know what concerns we have as a
community.”



https://faithbased-isao.org/advisory-board/
https://faithbased-isao.org/advisory-board/
mailto:Info@faithbased-isao.org
http://www.faithbased-isao.org/
https://faithbased-isao.org/membership/
mailto:membership@faithbased-isao.org
https://zoom.us/meeting/register/tJMud-qspzMtG9FJCgBV8EsjkCBeXj7MJOR5
https://zoom.us/meeting/register/tJMud-qspzMtG9FJCgBV8EsjkCBeXj7MJOR5
https://zoom.us/meeting/register/tJMud-qspzMtG9FJCgBV8EsjkCBeXj7MJOR5
https://faithbased-isao.org/membership/events/
https://faithbased-isao.org/wp-content/uploads/2019/12/Communcations-Group.pdf
https://faithbased-isao.org/resources/
https://faithbased-isao.org/resources/preparedness-training-and-videos/
https://faithbased-isao.org/resources/preparedness-training-and-videos/
https://community.fema.gov/opentraining
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