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Vigilance and De-Escalation

Houses of worship are meant to be welcoming to all. In fact, sometimes, houses
of worship can be a place of refuge from all sorts of things including natural
disasters and civil strife such as protests. With the approaching holiday season,
some houses of worship might see some unfamiliar faces that are seeking to
connect to their faith. To provide that refuge while keeping their facilities safe,
houses of worship might consider becoming familiar with and training to
recognize the warning signs of someone on a path to violence; assess if the
situation or person of concern is escalating, or if an emergency response is
needed immediately; de-escalate the situation currently taking place through
purposeful actions. Knowing when to report suspicious behavior to the
authorities is also an important component of keeping the facilities safe yet
welcoming.

There are a few tools available to front-line staff such as members of a security
team, or greeters and ushers that can help.

The Employee Vigilance Through the Power of Hello (and the Faith-Based
version of the same) help critical infrastructure owners, operators, and staff
identify and navigate suspicious activity or potentially escalating situations to
safely dis-engage and report to local law enforcement or their organization’s
multi-disciplinary threat management team.

The De-Escalation Series for Critical Infrastructure Owners and Operators is as a
four-product series to help critical infrastructure owners, operators, and
employees:

Vigilance and De-Escalation are possible methods to prevent potential violence
and have been incorporated into previous FB-ISAO reporting. The Cybersecurity
and Infrastructure Security

Agency (CISA) further advises : © RECOGNIZE
that “individuals are @ ASSESS
encouraged to use purposeful r ” © DE-ESCALATE
actions, verbal communications, k : @ REPORT

and body language to calm a /'

potentially dangerous
situation.”

Your safety and the safety of others is the highest priority. Maintain a safe
distance and avoid being alone with an individual who is combative or
potentially violent. If there is a risk of imminent violence, remove yourself from
the situation and seek safety.

Know your limits. Keep in mind that some individuals may be more adept in
applying these techniques. Know your own vulnerabilities and tendencies and
recognize that sometimes the best intervention is knowing when to seek
additional help.

Obtain Help. If you feel the individual or situation is escalating and violence may
occur, call for help from your security staff or local law enforcement and move
yourself to a safe location.



https://faithbased-isao.org/current-threat-level-status/
https://www.cisa.gov/employee-vigilance-power-hello
https://www.cisa.gov/publication/power-hello-resources
https://www.cisa.gov/sites/default/files/publications/De-Escalation_Final%20508%20%2809.21.21%29.pdf
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Holiday Travel Cyber Tips

The holiday season is almost upon us. With that comes faith-based observances
and celebrations, and of course the lucrative shopping season. This is also a
time of year when families travel to see relatives and friends or take time from
the daily grind for a family vacation. And all along the way, it is highly likely
that mobile devices will be with many of those individuals taking part in
everything the season has to offer. Unfortunately, this time of year also brings
out cybercriminals and threat actors who are looking to disrupt the cheer and
goodwill for their own motives. For individuals and Faith-Based Organizations
(FBOs) it is important to stress mobile device security and the impacts it can
have on themselves and their organizations.

This is important for individuals and organizations as an attacker may be able to
infect any device with a virus, steal your phone or wireless service, or access
the data on your device. So, these activities have implications for your personal
information, as well as the potential for serious consequences if the user stores
corporate information on the device. Simple access to the device could also
allow uninvited actors into an organization’s network.

Holiday Traveling with Personal Internet-Enabled Devices. While this Security
Tip was developed in 2011, the guidance is still very much applicable today.
Know the risks. Your device can operate as a full-fledged computer. The
mobile nature of these devices means that you should also take precautions for
the physical security of your device (see Protecting Portable Devices: Physical
Security for more information) and consider the way you are accessing the
internet.

Do not use public Wi-Fi networks. Avoid using open Wi-Fi networks to conduct
personal business, bank, or shop online (see threat above).

Turn off Bluetooth when not in use. Cyber criminals have the capability to
pair with your phone's open Bluetooth connection when you are not using it and
steal personal information.

Be cautious when charging. Avoid connecting your mobile device to any
computer or charging station that you do not control, such as a charging station
at an airport terminal or a shared computer at a library. This connection could
allow software running on that computer to interact with the phone in ways
that a user may not anticipate. As a result, a malicious computer could gain
access to your sensitive data or install new software.

Don't fall victim to phishing scams. If the deal looks too good to be true, or
the link in the email or attachment to the text seems suspicious, do not click on
it! An adage you may use, ‘If you have to click, it’s [most likely] not legit.’
What to do if your accounts are compromised:

e Call the bank, store, or credit card company that owns your account.
Reporting fraud in a timely manner helps minimize the impact and
lessens your personal liability.

e Change your account passwords for any online services associated with
your mobile device using a different computer that you control.
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