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COVID Self-Tests

It seems almost inconceivable that the world is going into year three of the
COVID pandemic. And with all the struggle, there have been plenty of advances
to help organizations take steps to mitigate the impacts of the disease. In
addition to social distancing, masks, vaccines, and booster shots, come COVID-19
self-tests. The CDC notes that “testing is critically important to help reduce the
spread of the virus that causes COVID-19. If you have symptoms or had a known
exposure to someone with suspected or confirmed COVID-19, you should be
tested, regardless of your vaccination status.” Self-tests, also known as “home
test”, “at-home test” or “over the counter test,” allow individuals and
organization the ability to screen and enhance upon existing policies. The FDA’s
website provides a full list of authorized tests, security of their assets is not
typically a priority item for non-profits. Self-testing offers fast results.
Self-tests can also be used as one of many risk-reduction measures, along with
vaccination, masking, and physical distancing, that protect you and others by
reducing the chance of viral transmission.

Information about self-tests and reliable products is widely available online.
Additionally, the FDA provides a full list of authorized tests. However, that does
not mean that there is not dis/mis-information about self-tests. The FDA has
seen unauthorized fraudulent test kits for COVID-19 being sold online and they
caution that individuals can risk unknowingly spreading COVID or not getting
treated appropriately if these tests are used. As a rule, tests should only be
bought from reliable authorized retailers.

In addition, a good rule of thumb for dis/mis-information is to trust verifiable
sources. Do your homework and fact check the information.

e Is the information presented compatible or consistent with other
known information?

e Does it come from a credible source?

e s the information internally consistent? This means does the
information within the document align or make sense with the rest
of the document. Some individuals get fixated on one part of
information and ignore the rest of the data that may contradict or
reveal bias within the information.

e s there supporting evidence?


https://faithbased-isao.org/current-threat-level-status/
https://www.cdc.gov/coronavirus/2019-ncov/testing/self-testing.html
https://www.fda.gov/medical-devices/coronavirus-disease-2019-covid-19-emergency-use-authorizations-medical-devices/in-vitro-diagnostics-euas-antigen-diagnostic-tests-sars-cov-2
https://www.fda.gov/medical-devices/coronavirus-disease-2019-covid-19-emergency-use-authorizations-medical-devices/in-vitro-diagnostics-euas-antigen-diagnostic-tests-sars-cov-2
https://www.cdc.gov/coronavirus/2019-ncov/prevent-getting-sick/prevention.html
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2022 New Password Resolutions

Did you know that in 2004, Bill Gates prematurely postulated that passwords
were dead? Here we are in 2021 and passwords are still pertinent today and for
the projected future. Bill is probably perturbed that his prediction was poor,
but regardless of your preference, until passwords perish, they have a
propensity for being pilfered. Countless breaches and data leaks continue to
prove that the same leaked data keeps turning up over and over in giant data
sets of stolen credential dumps that are widely accessible. These credential
dumps are then used by criminals in attempts to gain access to accounts by
patiently stuffing credentials into various sites and services. When passwords
are reused across multiple sites, only one set of leaked credentials will unlock
the keys to the entire kingdom.

Here are a few reminders on practicing a premium preventative password
posture:

Make passwords less crackable. Longer is stronger.

Create a unique password (or password/user id combination) for
each website or service. The best password is the one you don’t have
to remember. Check out SANS OUCH! for Making Passwords Simple.
Consider using a password manager to create and securely store
hard to crack passwords. “Password managers don't have to be
perfect; they just have to be better than not having one.” - Troy Hunt
Suggest creating passphrases that are more easily remembered, but
more difficult to crack. Passphrases offer an alternative to create
longer, stronger protection for your accounts.

Use multifactor authentication (MFA) wherever it’s available. Many
breaches today would be stopped with MFA.

Check reputable sites/services that can check your credentials
against known leaks. Troy Hunt’s Have | Been Pwned is a great
resource.

Change your password when you discover or are notified of your
account being included in a breach/leak, regardless of whether it is
unique or not.
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